


Cybersleuth 
have always hated Monday because 
it follows Saturday and Sunday, 
days when the normal people of the 
world take time out from their otherwise 
ordinary lives to be either inexplicably sinister or 

extraordinarily stupid. Then, come Monday morning, they lay the 
results on your desk and expect you to do something about it. That 
particular Monday was no different because rather than giving the 
ordinary people of the world only two days to make trouble, I had 
given them 10. Feeling an early twinge of spring fever and finding 
no official holiday readily at hand, I'd declared my own and taken a 
week off to honor April's fool. So I expected piles of paper and lit 
tle pink phone messages to be covering my desk when I dragged 
myself into the office at a quarter to three, but I did not expect to 
find my harried partner out in the hall, pacing and sputtering unwel 
come news. 

"Dee Dee quit!" 
I was not surprised. After a week alone with him, suicide was 

just as likely, but he offered another explanation. 
"She's getting married and moving to Oregon." 
I feigned indifference, and tried to get away. "Proof it's spring." 

But before I could reach my door, he shattered my reserve. 

"We have to replace her," he insisted. 
"We can 't." I snapped, startled by the sudden 
warmth of my affection. 

But Dee Dee had been with me since the begin- 
ning. She had been assigned to me the first place I malprac 

ticed, and we left together when the old firm split, determined to 
make it on our own. She knew me, knew how I thought, and 
knew not to tell anybody. What's more, I knew her. I trained her, 
and I hated the thought of anyone else getting the benefit of all 
my effort, even if it was only her soon-to-be husband. But that's 
the way of the world I guess with first wives and girlfriends and 
legal secretaries. 

"Nobody can replace Dee Dee," I reminded him. 
"I know," he placated. "But we have to find someone." 
"You find her. I have to exhume my desk." 
Leaving him to put all of his inhuman resources to the task of 

finding personnel, but not wanting a technological incompetent, I 
made a recommendation. 

"Put an ad on the World Wide Web.! We don't want anyone in 
here who does not understand the 'Net." And with that, I escaped 
behind my door to the place where trees go to die. 
Comparing the pieces of paper on my desk with the minutes 
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remaining in the day, I realized that if I started opening correspon 
dence, demand letters and NSF notices, it would be quitting time 
before I knew it, and I might not have anything more to show for it 
than a paper cut. So I swiveled around in my chair and turned my 
back on my responsibilities, and thinking how much I already 
missed Dee Dee, warmed up my computer and entered the finger 
friendly world of electronic mail. 
Browsing the "Subject" line and "Sender's" e-mail address, I 

started culling 10 days' of electronic junk. Unlike the junk received 
from regular mail,.which can only be torn up and thrown away, the 
junk received from e-mail can be thrown back in the face of the 
sender. Though I knew that electronic junk like regular junk was 
sent from mailing lists compiled by computers, I also knew that 
somebody in the office of the junk peddlers would have to look at 
what I had written, looking for a sale, and while they were probably 
more accustomed to rejection than an A von lady on an Amish farm, 
I liked the power of electronic justice, returning kind for kind. Plus, 
it beat working. So I was busy scorching some Web site designer 
for the stupidity of pitching 3D graphics? to lawyers when the 
phone rang. 

It was Professor Gizmo, a client and a gadget freak. I drafted the 
employment contracts and covenants not to compete for his little 
electronics company, and he wanted me to come to his office. 

"Lawyers don't make house calls," I joked. Nevertheless, I let" 
myself be persuaded by the urgency of his problem and the 
extremity of my desk. He needed advice, and I needed his money, 
so I used him as an excuse to leave the office and my copywriting 
partner, who stuck his head out of his door when he heard me 
close mine. 

"Come look at this draft of an ad for a legal secretary." 
"I don't have time now," I replied, heading for the elevators. 

"I'rn going to Gizmo's, but I will have my laptop with me so e 
mail it." 

The gist of the professor's problem was simple. He liked to think 
of himself as an innovator, but lately the competition was hot on his 
heels. As soon as he introduced a new product or a design change 
in an old one, his major competitor hit the market with a knock-off 
at a lower price. 
He told me that much on the phone, and he illustrated it when I 

walked into his office. The guts of his devices lay everywhere - 
the intestines, hearts, and brains of things that beeped and 
blinked or rattled and hummed - and on his desk 
especially lay the evidence of an incredible elec 
tronics slaughter. 

"Look at this," he began, handing me the 
insides and outsides of two devices. 

"What are they?" I asked, rolling them in 
my palms. 

"Electronic nose-hair clippers." 
"Used?" I worried. 
"Don't be funny," he scowled. "They 

are both new, mine and theirs, identical 
in every way, except our name's on 
our housing, and their name's on 
theirs. Otherwise they are the same, 
as if made from the same plans." 

"Coincidence?" I offered. 
"Maybe once, but it keeps hap 

pening." And he began cataloguing 
the copies in the clutter on his desk. 
Like so many little boys, 

Professor Gizmo practiced reverse 
engineering - taking things 
apart to see how they worked - 
but he never outgrew it. In fact, 

- 
he became such an accomplished gadget surgeon that he quit his 
position at the local university and started his own company to 
compete against the big boys of the industry at the bottom end of 
their market. 

Cost was his key. He kept his R&D costs down by hiring stu 
dents still working on their degrees or degreed foreigners (many 
without papers), and while he expected to lose the foreigners to the 
INS and the kids to the industry giants, what they would take 
wouldn't bother him. They would be working abroad or on much 
bigger projects, and they would not give him another thought. 
Within the last year, though, a new upstart had moved in on his ter 
ritory, and he called me because they were killing him, and he 
thought he had figured out how. 

"I started my business this way, literally taking apart the compe 
tition. But even at my best, to take something apart, figure out how 
it worked and improve it, or at least redesign it enough that I would 
not lose a suit for patent infringement, would take between three 
and four months. Add another couple of months to build a proto 
type, test it, and develop a marketing plan, and it might take as 
much as six months to bring out a product that could compete. 
Upstart is matching us as soon as we hit the stores!" 

"So," I surmised, "either they are spending a lot of time on a 
'psychic hotline' or else you have a leak." 
Gizmo stroked a thumb across his lower lip. "And I think I know 

who it is." 
Though he had left the ivory tower, he still retained professorial 

airs. Remnants of the Socratic method littered his discussions, and 
when he spoke, I could almost hear the semi-colons. 

"If you were a mole in an operation like mine, where would you 
make your hole?" 
I did not know whether I wanted to fully expose my talent for 

criminality with a good answer, so I played along and played dumb. 
"I don't know." 
"Wouldn't you try to bore a hole in product development? Isn't 

that the best way to know what I am developing before it is actually 
in production?" 

I concun'ed with him to see where he was headed, and he pro 
duced a manila folder and dropped it disdainfully into the detritus 
on his desk. 

"Rajiv Joshi Sinh," he pronounced like a death sentence. "Indian 
national on an H-I visa. Came to the States as a student then 

got a job offer and stayed. I got him cheap after his old 
firm downsized." 
"When did he start here?" 
"Nine months ago, three months before I started 
losing business to Upstart." 
I picked up Sinh's file and looked at it as Gizmo 
continued his theory. Sinh had a degree in indus 

trial design but held the title of engineer. He 
worked in development, turning ideas 
into drawings that eventually became 
devices. He was a likely suspect, 

but Gizmo already had him 
tried and 

)/ 
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convicted of industrial espionage and told me why. 
"Just before the trouble started, Sinh recommended this Atcha 

fellow for a job. Said they had met here in the States. Both Indians. 
Both engineers. I couldn't use Atcha at the time, so I sent him 
away, and now I hear he is working for Upstart." 

The professor had made his case, and I sensed that his lecture 
was over. 

"So," I asked, "what do you want to do?" 
Gizmo's grin gave the answer, but he had not left the lectern. 

"That's why I ca1l6d you. I want to know what you think I can do." 
I always hated oral exams because they left no room for bluff 

and bluster, so I considered the options carefully, and offered him 
answers. 

"Well," I began, "according to the employment contracts I draft 
ed, you can fire at will." 

"What if I have the wrong man?" he asked. 
"Then you certainly lose a good employee, and you still haven't 

closed the leak." 
He crossed his arms and rocked back in his chair and smirked 

encouragement. 
"You could tip the D.A.'s office, and let them do the dirty work. 

If they convict him, we'll hit Upstart with a civil suit for damages." 
"And if they don't?" the professor prodded. 
"Then you could face a suit for wrongful termination, defama- 

tion, and lost wages." 
"And ... ?" 
"And you still wouldn't have plugged the leak." 
Professor Gizmo sat up dissatisfied with my answers, and clear 

ing a space on his desk, leaned forward onto his elbows in an atti 
tude of prayer and reminded me of one of the realities of practice. 

"Thank you for telling me what the law says I can do. Now I'll 
tell you what I want to do, and you'll tell me how I can do it." 

His vindicative little scheme involved not only firing Sinh 
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and suing him for damages, but sicking the D.A. on him and 
Upstart for criminal espionage, eventually leading to the bank 
ruptcy of Upstart and the deportation of Sinh and Atcha." He 
needed proof, though. He had to know that Sinh passed infor 
mation to Upstart through Atcha, and that is why he needed me, 
he explained. 

"You are no use to me as a mere lawyer. There are more ads for 
lawyers in the phone book than there are for cars," and frankly most 
of them are more qualified than you to try this suit; but none of 
them has your knowledge of computers." 
Feeling unsure whether I should say "thank you" for the compli 

ment or "ouch" for the backhand, I said nothing, and he led me to a 
storage room between his office and his bookkeeper's and logged 
onto the computer that sat cramped amidst the file cabinets. 
"I am giving you full access to my network. Using the project 

management and document management software, you will find 
everything Sinh's worked on while he has been here and everything 
Upstart has marketed against us. If we have anything on Atcha, it 
will have been scanned and digitized. We do not keep hard copies 
of stuff like that." 

He gave me his key to the room and his password to the network. 
But before he left, he left me with unequivocal direction. 

"We have a meeting in the morning with Sinh at 9. I want to 
fire him, I want to sue Upstart and win, and I want you to tell me 
that I can." 
With that, Gizmo left, and as I sat down at the terminal, facing 

a long night ahead, I thought to myself, "Welcome back from 
vacation!" 

Using the data management software, I identified the various 
projects Sinh had worked on, and using the project management 
software, I re-created his work history. I found out who he worked 
with, what they worked on, and what he specifically did in each 
project. I looked at the management logs and reports as well, exam 
ining everything the company had on him, including his supervi 
sor's comments. A picture emerged of a conscientious and produc 
tive team player, though not a particularly attractive one, or so it 
seemed from a supervisor's note criticizing a fellow worker's 
schemata as "ugly as Sinh." 
That done, I started looking for information on Atcha. The docu 

ment management software pulled up the "While your credentials 
are impressive" letter rejecting him, and his resume, which in addi 
tion to his credentials and numbers where he could be reached, 
included an e-mail address, which gave me an idea: I would go 
looking for him on the Web. 

I pulled out my laptop, plugged into a phone line, and connected 
with the 'Net. I had configured my computer to automatically 
retrieve e-mail whenever I logged on, so up popped a message I had 
not expected - my partner's advertisement for a legal secretary. 
What he had written seemed less appropriate for a job announce 
ment than for the personals section of the classified ads: 

"2 SMs looking for 1 SF ... for exploitation." 
I knew what he was doing, and it was not working. He wanted to 

make me mad enough that I would advertise the position and do the 
interviews myself. But I was on to him, so I replied encouragingly: 

"Excellent! That should really get their attention. But, IMHO, I 
would add the word 'economic' before the word 'exploitation,' so 
our intentions are not misunderstood. ,,5 

Closing my e-mail account, I followed my hunch to the World 
Wide Web and used Infoseek" to see if Atcha kept a home page. He 
did, and on it he had published his tastes, his hobbies, a biography, 
and even an on-line resume. By comparing the data on Atcha's 
pages with that in Sinh's personnel file, I discovered they had much 
in common. 
They both grew up in the same region of Bombay, in India, but 

from what Gizmo had said earlier, they had never met before com- 



ing to the States. At first it struck me as strange that they could 
live in the same hometown and share the same language, religion, 
class, and professional interests but not have known each other. 
Then I remembered that Bombay was a big city, and theirs was a 
caste of thousands. 

As Gizmo believed, there were enough connections to make Sinh 
the mole. It was all circumstantial, however, and while Sinh and 
Atcha shared much in common, I had seen nothing that proved they 
shared the same information. So I kept looking. 

Unwilling to pull an all-nighter in a closet, I looked for some 
way to take the data with me. If I could have found the program 
disks, I could have installed Gizmo's project and document man 
agement software onto my laptop and read Sinh's files at home. 
On the other hand, I guessed Gizmo had access to the 'Net, which 
implied I could access his files remotely.' Less troubled by a minor 
breach of the manufacturer's license agreement than the nuisance 
of loading unwanted software onto my own machine, I preferred a 
remote connection. And preferring DOS to Windows' point-and 
click," I found myself typing arcane commands as I rummaged 
around inside Gizmo's network looking for a connection to the 
outside world. 

As file listings flooded the screen, I noticed something pecu 
liar. Each program file and every data file listed included the 
name of the file, its size, and the date and time of its creation or 
the date and time it was last accessed. I thought I had seen sev 
eral "3 a.m.' s" rush by, so I entered a command to manage the 
flood and view it one page at a time. It was late, but I wasn't 
seeing things. Several data files did show access times of 
between 3 and 4 o'clock in the morning. It could have been 
Gizmo's backup program, automatically storing his files, but 
that was set to happen daily at midnight, so someone was snoop 
ing, and DOS was recording every instance of it. I had stumbled 
into the hole. 

The next morning, after a short nap and a long shower, I walked 
into Gizmo's office late and unannounced and with more enthusi 
asm than a salesman in an electronics superstore. 

"Sorry to interrupt, Dr. Gizmo, but there is no receptionist. We 
had a 9 o'clock? You called me yesterday about evaluating your 
company's efficiency?" 
Nonplussed for a moment, the professor stood to shake my hand. 
I introduced my new persona to Sinh, who was not as bad look 

ing as I expected, though he looked scared, as if he were about to 
be added to the electronics slaughter. I intentionally mistook him 
for Gizmo's network administrator, and he took the opportunity to 
go back to his drawing board. Once he left, the professor disap 
pointedly asked, "Not our man?" 

"Probably not," I said, resuming my own identity. "He has all the 
connections, sure, but he has only worked on one project that has sub 
sequently been copied by Upstart." 

But the butcher still wanted blood. "Maybe he is trying to allay sus 
picions about himself by only passing along other people's work?" 

"Maybe, but according to the management software records and 
the network lockouts, Sinh not only has not worked on any other 
project, he does not have access to the plans." 

"Then where is the leak?" Gizmo demanded, impatient for an 
answer. So I responded with a metaphor he was sure to understand. 

"Last night, I reverse engineered your operations. I took your 
network apart, and I discovered that someone is accessing your files 
late at night." 
The butcher blanched at that revelation, his own blood draining 

away, but his color returned when I told him what I planned to do. 
"I have found your leak. Now it is time to build a trap, bait it, 

and catch your mole." 
The electronic adventures of Cybersleuth will continue in 

next month's issue of the Texas Bar Journal. 

1. Jobs on the Web. For instance, information about the Texas Employment 
Commission can be accessed at http://www.tec.state.tx.us/. or, Telnet to 
the TEC - telnet//hi-tec.tec.state.tx.us/ - and post job openings, search 
for employment opportunities, obtain information about employment law 
and employer/employee rights. Also, the National Association of 
Graduate-Professional Students recently created a web site for job post 
ings: http://nagps.varesearch.com/NAGPS/nagps-hp.html which can only 
be accessed with a password attainable bye-mail request at nagps@net 
com. com. Numerous other employment/search sites exist on the Web - 
Tarrant County Employment Network, CareerMosaic, World Hire, 
Governor's Job Bank - all have web sites and more are constantly being 
added. For law-related employment, West Publishing maintains an online 
version of the National Association for Law Placement Directory of 
Legal Employers (NALP-DIR) and is posting law student resumes for 
free on WESTLAW. Additionally, information about individual law 
firms can be found on West's electronic Legal Directory. Similarly, 
Lexis-Nexis maintains the Martindale-Hubbell Law Directory online 
(MARHUB), as well as information on potential jobs and clerkships in 
the public and private sector in its CAREER library. 

2. 3D graphics are amazing graphics that look real and lifelike on computer 
monitors and represent a minor trend on the Web. Some excellent sites 
at which to begin surfing for them are: MAC Power 3D Graphics, 
http://www.tcp-ip.or.jp/-junoi/HyperLib/MacPower.html; Discount 
Don's 3D Graphics Gallery, http://www.portal.com/-donrh/; THE 
BASICS, http://www.stars.com/Graphics/3d-demo.html; LINK PAGE, 
http://www.nighthawk.com/browse/drift/3dlink.html ; and Silicon 
Graphics, Inc., http://www.sgi.coml. However, people looking for attor 
neys on the Web are not concerned about fancy, eye-popping graphics; 
they want free advice, a competent attorney, general information, and, if 
they need more, they want an inexpensive attorney. Potential clients do 
not select an attorney, because of how "cool" his or her Web site's graph 
ics happen to be. "Need" instigates the search and makes them a client, 
not their "desire" to see "cool graphics." 

3. An HI visa is a non-immigrant visa, meaning that it grants only a condi 
tional right of residence which normally expires at the end of a specific 
term. It can also be revoked in the event of the conviction of the visa 
holder for a crime of moral turpitude. Immigration & Nationality Act of 
1990, § 241(a)(2)(A)(i), 8 USC § 1251(a)(2)(A)(i). 

4. In the Southwestern Bell Yellow Pages, Austin edition, there are 75 
pages of ads for lawyers and nine pages for car dealerships, and the total 
number of pages classified under "Auto" is only 49. 

5. "IMHO" is e-mail shorthand for "In My Humble Opinion." Other exam 
ples are BTW for "By The Way," TIA for "Thanks In Advance," RSN 
for "Real Soon Now," and RTFM for "Read The Manual" 
(which intimates that you should look it up yourself). 

6. Infoseek is the most widely used World Wide Web search engine and 
can be accessed at http://home.netscape.com/homelinternet-search.html. 
It allows the user to input search terms and returns up to 100 URL' s 
(Web addresses) for the search query. 

7. For an explanation of remote access computing, see the Cybersleuth 
installment, "Remote Control" in the February 1996 issue of the Texas 
Bar Journal, Vol. 59 No 2. pp. 169-171. 

8. Microsoft DOS and Microsoft Windows are Operating Systems. DOS 
(pronounced like the "doc" in docile) is text based and performs func 
tions when the user types in exact commands. In contrast, Windows is a 
GUI (Graphical User Interface) which permits the user to perform 
desired functions by means of a pointing device, such as a mouse. 
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