


Another 
Installment in the 
Continuing and 
Entirely Plausible 
Electronic 
Adventures of 
Cybersleuth 

I sat In Joanna's Bar, mulling over my 
troubled partnership, dragging on ciga 
rettes and draining rum and Cokes, fighting, 
as a I re-ordered, to keep the Andrews Sisters 
from playing their tired old 45 on the juke-box in 
my mind. Things were tough and looked to get 
tougher and I needed to do some heavy thinking. 
My wife used to nag me about combining my drugs, but caf 

feine, nicotine, and hooch helped me think. It was a habit I had started 
in law school and I found no reason compelling enough to quit, 
despite her protestations. Eventually, she'd had enough of my brand 
of Bar Review and hit me with an ultimatum: either the chemicals had 
to go or she would. Being a rational man, I weighed what I derived 
from my three vices against what I got from her and made her "the 
former Mrs. Cybersleuth." So as I sat at Joanna's, I could think as 
much as I liked, unencumbered with thoughts or concerns of home 
and equally unworried that someone was waiting, 'cause no one was, 
and that gave me the freedom to think of an answer to my law firm's 
problems or else think myself into oblivion. 

My law partner had suffered a terrible accident and lay in a hospital 
bed recuperating while our slumlord had locked me out of my own 
office because of some draconian provision in our lease agreement 
about the intentional destruction of property. 

"But it wasn't intentional," I thought to myself, "and the window 
wasn't totally 'destroyed.' Only a few panes were knocked out in the 
perfect shape of a man. It was my partner that fell through it anyway 
- all I did was shove him. He had it coming too, making me chase 
down an answer to a hypothetical question for a hypothetical client, 
trying to teach me the limitations of legal research in Cyberspace. I A 
lesser man probably would've killed him. I just gave him a gentle 
push. Obviously the glass was defective and the window shoddily 
installed. " 
The more I thought about it, the more I 

realized the benefits of my legal training. 
"Furthermore, I didn't hurt him. It was 

that bougainvillea two stories below that broke 

his fall and a couple of bones. He would've 
been all right if he'd landed on clear ground. 

Obviously negligent landscaping." 
Convinced that thinking like a lawyer was the 

finest kind of thinking in the whole wide world, I 
knew I could convince my landlord of my story or at 

least confound his insurance adjuster provided I got my 
partner to go along with my plan. He'd have to say it was an acci 
dent. Convincing him of that would be harder than it sounded since I 
knew my partner was nursing a grievance against me while he was 
being nursed back to health. Getting him to sign an affidavit that he 
accidentally tumbled through my second story window would take 
some artful persuasion. Stuck on how to do it, I summoned another 
round of assistance, but my defenses were down from so much think 
ing, and Maxine, Patti, and Laverne started to croon. Fortunately, 
before I felt compelled to join in, I felt a vibration in my coat pocket 
and realized it was my cellular phone. 

Answering the call answered my problems. I could get back into 
my office without really going there, get my landlord off my back, 
and get my partner to pay for his vacation in that over-priced, 
formaldehyde hotel of his. So I hung up, cleared my tab and, armed 
with a fresh retainer, set out to collect the things I'd need to persuade 
my partner of the virtues of remote computing. 
I had known about remote computing for some time but had avoid 

ed it. I knew the compulsions of law practice far too well. Though my 
partner and I both routinely visited our web site remotely - he from 
his terminal at home and me from my laptop, wherever I happened to 
be - checking our e-mail and surfing the 'Net was the extent of our 
remote experience. True remote computing would allow us to sign on 
to the main computer in our office and draft letters and petitions, 
answer discovery, and fill in templates just like we were sitting there. 

But I liked keeping work and life separate. I realized 
that if it were possible for me to work any 
where, I might feel I had to. So remote com 
puting was an invention I had preferred to 

leave an orphan till my landlord situation proved 
necessity to be the mother that it is. 

To ensure secure remote access to the office PC, we needed several 
pieces to a grand puzzle, including a relatively inexpensive piece of 
telephone hardware, a "little black box" known as an automatic 
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switching and processing device? and sophisticated but common 
enough package of remote computing software? The other pieces of 
the puzzle - phone lines and modems - were already in place 
because of our Internet connections." 

So on my way to the hospital I dropped by our local computer store 
and picked up the missing pieces. Once at the hospital, I found a space 
for my jalopy and stuffed the software and the "little black box" along 
with a mini-printer and a jumble of computer cables, software, and 
accessories into the worn sports bag I kept conspicuously on the front 
seat of my car to persuade my occasional passengers that I worked out 
regularly. Then with my sports bag slung over my shoulder and my 
laptop firmly in hand, I took the elevator to the lucky seventh floor on 
my mission of mercy. When I entered my partner's room, however, he 
greeted me with a venomous demand "What's that?" 

"It's my laptop," I innocently explained, "I thought you might want 
something to keep your mind busy while you recuperate." 
I knew the first way to get a lawyer to do anything was to appeal to 

his vanity: great intellect, penetrating mind, latent genius. He wasn't 
buying. 

"My mind is busy. I've already been thinking ... about my 
revenge," he threatened. 
Wrong tack. If I left his hands idle any longer he would tum the 

whole hospital into Home Improvement for Beelzebub, so I laughed 
off his threat and pointed out that my carrying case was not full of 
computerized crossword puzzles. I wanted him to work, so I turned to 
the second and only really certain way to get his attention. I men 
tioned money. 

"I just got this phone call," I started to explain. 
"Not another young, exotic, foreigner I suppose?" 
"Nope," I continued, "a real one this time, that guy up in Dallas we've 

done work for before. You know the one. Bigshot in a bad suit. Oil, real 
estate, rent houses, condos in Vail, an interest in pharmaceuticals ... " 

"And a laundromat in the Cayman's for the profit," he interrupted. 
"And a daughter with more curves than a ladies' razor," I said 

besides. But my digression did not interest him. He had never really 
cared for women since none of their pictures appeared on major 
denominations of currency. In fact, I guess he'd only had one real love 
affair in his life, and that ended abruptly when the Treasury 
Department took the Susan B. Anthony silver dollar out of circulation. 
So I went back to the Boys' Club of big bills and told him about the 
transfer of funds wired from Mr. Moneybags. That made him behave. 

"So what does he want?," he asked. 
I outlined the facts: cash loan against a going concern. An old 

friend, Mexican national, hurt in the currency crunch, needed cash. 
Needed it fast, and he had a business here in the states. Moneybags 
was going to loan him the cash against the business, and we were 
going to paper it. 
Forever dubious, he asked "Why us?" 
"First, we've done this for him before. Second, we're cheap. And 

third, he knows we know the 'Net. That's the big reason. We've got to 
get the financials and inventories to Moneybags electronically. With 
the 'Net we can do it at the speed of light, and that's faster, cheaper 
and more reliable than overnight," I explained. 
I kept his interest by detailing what documents I needed him to 

draft while I sent data and financials back and forth between 
Moneybags and his CPA via the 'Net. 

"You can work from here," I told him, "enjoying little cups of tapioca 
while I get a cup of good hot java and Internet access at the cyber cafe.'" 

"So when's it due?" he asked. 
"ASAP, of course, but we get a 20 percent bonus if we can finish 

by close of business tomorrow," I explained. 
He heard the word "bonus" in the context of tomorrow, and it gave 

him resolution. "We'd better get with it then." 
Setting my laptop on his bed tray, I dumped the contents of my 

sports bag and sorted the things I needed to hook him up from some 
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things I probably didn't. I pulled out an extension cord with a three 
prong adapter, 20 feet of phone wire to plug the modem into the 
phone jack in his room," a parallel cable to connect the laptop to my 
portable printer, and a power supply and power cords for the computer 
and printer.' Back into the bag went my new software and little black 
box, several frayed bungies, a carabiner or two, some floppies, and a 
pretty silk sash from an embroidered blue kimono - a forget-me-knot 
from a particularly imaginative new friend. But before I could remi 
nisce about this latest entangling alliance, he cleared his throat and 
indignantly announced: "If I'd known you needed to lay so much 
cable, I would've called for another bed pan." 
Furious, I threw down the tangle of cords and whipped my flip 

phone out of my pocket and thrust it at him. 
"You can plug my cellular into the modem, but it's 25¢ a minute," I 

thundered. 
Cowed for the moment, he kept quiet as I finished making my con 

nections. 
"We'll need someone to install the remote access software on the 

office computer and connect the little black box between the phone 
line and the fax machine," I explained. "We will also have to connect 
the line from the modem." 

"Can't you do it?" he wondered. 
"Certainly I can, but anyone can do that," I prevaricated, not wanti 

ng to tip him off about being locked-out of the office, "My time is bet 
ter spent getting data out of Mexico." 
That satisfied him since we had so little time, but he still worried 

whether someone else could do it right, and most importantly do it for 
free. Wordless and smug, I reached back into my sports bag and held 
up my souvenir sash. Of course, I'd talked about her. 

"Can she?" he asked. 
"Of course. Master's in double E. Computer jock, too." 
''Then will she?" he pursued. 
"I think so. She owes me." 
His dubious brow suggested I had things the wrong way round, so I 

countered his doubt, saying "Let's get online, and we'll ask her." 
Knowing that wherever she was - at work late, at home, or at the 

cyber cafe where we met - she would probably have her e-mail pro 
gram running, I ran Finger and poked around for her. I found her at 
the cafe, and fired off a glib note. Frankly, I was not at all sure she 
would reply. It had been a while, and I had neglected her. 
Without her though, I would probably have to tell my partner the 

truth about why I could not go back into the office, and that would 
undo all the goodwill I had rebuilt between us. To hide my nervous 
ness while we waited for her response, I pulled out the instruction 
manual for our little black box and launched into a pedantic mono 
logue on how we could secure our computer files from hackers. 

"There are several layers of security between the outside world and 
our clients' files, and here's how the maze works," I explained. "The 
remote access software is installed on both computers. It has to be the 
same software, installed with the same parameters on both the remote 
and office computers. On the office computer, the software runs idle 
in the background of the computer's memory until a telephone call 
rings through to the modem. 

"But before the call can get to the modem, it must first get past the 
little black box. The box can distinguish between voice calls, fax 
transmissions, and data transmissions. It works by first distinguishing 
between voice and fax calls. If it is a voice call, it is sent to a phone or 
a Telephone Answering Device - long-hand for an answering 
machine. If it is not a voice call, the box rings the fax machine, and 
the fax machine takes control from there. To bypass the fax machine 
and get through to the modem, a secret access code has to be sent to 
the box while it is ringing the fax machine. If the box gets the correct 
access code while ringing the fax machine, it diverts the call to the 
modem and the computer, where the remote software takes over, and 
bingo, we have remote access computing." 



It surprised me that he was paying attention when he asked, "So 
what's this secret access code for the box?" 

"For our box," I quickly thumbed through the instruction manual, 
"any three digit number, repeated, and separated by commas." 

"For instance?" he encouraged. 
"One fifty-five, comma, one fifty-five ... " 
A smirk of resentment curled his lip, "For you, isn't 911 more appro 

priate?" And before I could answer, he reconsidered. "Better yet, 666." 
Not wanting an argument, I agreed, but since he would never see 

the command line that actually sends the access code, I had set up our 
system' under a number other than the sign of the Beast.8 That would 
be too easy for a hacker to guess, Ijoked. 

Growing edgy about the e-mail, I continued describing the maze's 
intricacies. 

"Besides the secret access code for the little black box, the software 
also has several levels of security that we can utilize. We can identify 
specific people who may access the system, establish elaborate names 
for them, and assign a password to each user. So to break into our 
office electronically and access our files, someone would have to 
know our telephone number, how we are connected, and the software 
we are using - about seven levels of protection. Not a bad firewall.?" 
I had run out of geek detail and anxiously groped for another dis 

traction when the electronic bell inside my laptop rang, announcing I 
had mail. 

"It's her," I sighed thankfully. 
"You said you were going to call. :(" 
That sideways frown told me I was in trouble, so I had to think fast. 
"I am calling. How about a little adventure? ;-)" I winked back. 
My partner sat unimpressed by my electronic philandering, so I 

proposed to meet her in an hour and explain what I had in mind. I left 
my partner with my laptop, told him I would stay in touch via e-mail, 
and dashed off to my rendezvous at the cyber cafe. 
I met her, made amends, and then, from her place, went online 

while she did me a favor. Disguised as an insurance adjuster sent by 
my partner's health provider to investigatehis accident, she talked her 
way into my locked office. Left alone for a few minutes, she 
unplugged the fax and the modem from the telephone jack they were 
sharing, and quickly installed the little black box. Then, using my cel 
lular, she called me. I knew the ins-and-outs of my computer system 
and its tweaked configuration. She didn't, and even though she was a 
pro, it might take her an hour to install the software. Since I could not 
be there, and we did not have much time, I talked her through the 
installation and instructed her to set the software to receive a caller. 
Before she left, we had installed a copy of the software onto her com 
puter, and from her terminal, I tried our connection. 

Nervous and breathless, she soon whispered sweet something's in 
my ear, "The call's coming through. The modem's answering." 

Suddenly her volume changed. "Yes, sir. I've noted it. The outline 
of a human body right through the glass. Just like a Looney Tunes car 
toon." The landlord had walked in on her, and I hung up the phone. 
I waited a few minutes for her to get away, then checked out the sys 

tem. The remote access worked, and sitting miles away from my office, 
I manipulated the files on its computer as if I were sitting at my desk. 

I logged off, left her apartment, and headed to the cyber cafe, 
where I called my partner and talked him through the process of get 
ting into the system. We still had seven hours until closing time. We 
just might make it. 

Massaging the data out of Mr. Mexico was not the problem I 
thought it was going to be. He had a son in college who knew the 'Net 
pretty well, and he sent his old man's spreadsheet financials and data 
base inventories to me as e-mail attachments. After uploading them 
and reviewing them, I used the fax/modem in the cyber cafe computer 
to fax hard copies to Moneybags with comments for his review. The 
financials went to Moneybag's CPA via e-mail attachment so she 
could plug the numbers into her own spreadsheet software. 

I sent the inventories to my convalescing partner by accessing the 
office computer and uploading the files into the client's directory on 
the office hard drive so he would find it as he put together documenta 
tion for the loan. I e-mailed him about the data, suggested what old 
files he open as exemplars, and he e-mailed me the completed papers 
for a final proof. Satisfied that we had eamed our bonus, I sent the 
completed package to Moneybags and Mr. Mexico at 10 minutes to 5 
p.m .. Mission accomplished. 

Flushed with success, I headed back to my partner's hospital room, 
feeling generous enough to spring for tapioca and confident enough to 
persuade him to file an insurance claim for his accident. Again, he 
was not buying. 

He flipped up the monitor on my laptop, and started reading e-mail, 
my personal e-mail: 

"That was such a rush. I cannot believe how scared I was, but your 
landlord bought it. What a chump! I cannot believe how easily he fell 
for that line about me being your partner's insurance adjuster," he 
read back to me. 

Like an idiot, I had forgotten to configure the e-mail client to forget 
my e-mail password. I was the only one who had ever had access to 
my laptop before, so I never thought security would be a problem. I 
had simplified things for myself by making it unnecessary to enter a 
password before reading messages, but that meant that any time my 
partner checked his e-mail, my computer was just as likely to serve up 
mine. In the end, my friends betrayed me. My own computer served 
up the evidence to convict me, and my pretty silk forget-me-knot 
turned out to be a noose. 

So I sat again at Joanna's bar, aware that everything I had earned 
that day was literally going out my office window. 

1. See the premiere of "Cybersleuth" in Tex. B.1., vol. 58, No. 11, pg. 1130. 
2. TT Systems' Dedicator ultra sells for about $80; Command 

Communications, Inc. has two models, the low-end is about $80 and an 
extra feature such as attaching an extra device sells .for about $120. 
Server Technology bundles its Remote Power On/Off+Aux device with 
Symantec's Norton pcAnywhere for about $180, not actually a switch 
ing device, but rather a dedicated remote power-on/off device. 

3. Symantec's The Norton pcAnywhere (depending on version, between 
$80 and $125); McAfee's NetRemote ($50); Farallon's Timbuktu Pro 
($140 for two-pack); Triton's CoSession 6.0 for Windows ($100); 
Relay Technology's Relay Control ($100); Microcom's Carbon Copy 
3.0 ($90); and Stac's Reachout ($100) are some of the market entries. 
Shop for features, prices are competitive. 

4. See "Internet 101," in Tex. B. J., vol. 58, No.9, pg. 974. 
5. Cyber cafes are coffee houses which provide Internet access. Some 

charge an hourly fee for the connection, while others make their money 
off libations. A list of cafes around the world can be found at: 
http://www.easynet.co.uk/pages/cafe/ccafe.htm [no "I"] 

6. While all computer modems and most phone jacks take an RJ-II plug, 
some older jacks may not be plug-in. In that case, the fax-modem line 
has to be literally "wired" into the phone line. This requires a telephone 
extension cord with alligator clips on one end (for the jack) and an RJ 
II plug on the other end (for the modem). 

7. Portable printers have become remarkably small and inexpensive. For 
example: Citizen's PN60 weighs a pound and a half and prints in black 
& white and color on thermal paper. It sells for about $400; Pentax's 
PocketJet weighs 17.5 ounces, prints on thermal paper and costs about 
$450; Mannesmann Tally Corp.'s MOBILJet prints on plain paper and 
costs about $350; and Canon's BJC-70 Color Bubble Jet weighs three 
pounds, prints on plain paper and costs about $400. 

8. "666" would be too easy for a hacker to figure out. Select more random 
digits. 

9. A firewall is the network term for security between a network and the 
outside world. As in this example, it usually consists of both hardware 
and software, and is a prime concern of anybody directly connected to 
the Internet like an Internet Service Provider [ISP]. 

Lamrouex and Cravens, P. C. is San Antonio's first law 
firm on the World Wide Web. The firm's home page address 
is: http://www.tddc.netllamrouex 
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