


sat up front at Dee Dee's old desk, playing 
cards and answering the phones. She had left 
us to get married and moved away to 
Washington, and left me in the lurch. While I 

could do my own typing, open my own mail, and set 
my own hearings, I could not deal with the phones. I 
needed someone to protect me from the ones I had 
promised to protect. At one time, I surrounded myself 
with people that made me feel important, but I had 
had enough of that, of keeping pets and support staff 
and baby birds dependent on me for their bi-weekly 
worm. Over the years, I had let them all go, all but Dee 
Dee. I could handle everything else, but I lacked 
Dee Dee's talent for handling people. So I sat at her 
old desk, my head and the phone ringing, and I played 
computer Solitaire. I guess I figured that since I had 
proved so unlucky with legal secretaries, perhaps I 
would prove lucky at cards. 

"It only rings when you're sitting there," my tardy 
partner interrupted. 

"You're late," I snapped. 
"Sorry, I went by the paper on my way in to give 

them the text of our new ad." 
We'd been advertising for a new secretary, and I had 

left him to do the work. 
"I don't care where you've been," I told him. "Now 

that you're here, it's your watch." 
With the phone ringing, I motioned for him to get it, 

but the wrong number did not dim his enthusiasm. 
"Look, I think you'll really like this one," he 

enthused. "It's sure to get some attention." 
So were the others: the Adult Services ad, the signa 

ture ad, the 14 point bold and the six point italics - but 
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none of them did, so I gave him a dubious look as he handed me the folded 
sheet of paper. When I opened it, I read: 

WANTED: Recetpionist for small law firm. Light typing and 
filing. No previous experience with the English language 
required. Dyslexic preferred. 

He had tried to provoke me before with his ad copy, but I had always kept 
my cool. Maybe because he was late this time, I let it get to me. 

"What the (¢#%! is that?!" 
"It's our ad." 
"How can you possibly justify that?" 
"Simple. How many times have we had someone in here, with the exception 

of Dee Dee, who could not spell? Who had to sing the entire alphabet song 
before she could put anything in the file cabinet? Or who has taken a dictation 
tape and brought back a letter that reads like it has been transliterated from 
Mandarin Chinese?" 

"How is any of this going to prevent that?" 
"It's not. It's going to identify it." 
The phone started ringing, but he continued. 
"This is an extremely efficient ad. With the exception of Dee Dee, all of our 

help has turned out to be incompetent, and we have wound up paying for skills 
they did not have. This avoids all that. It lets us find out up front so we can pay 
them less." 

He picked up the receiver before I could answer either the phone or 
his idiocy. 

"Law office. May I say who's calling?" And with his hand so lightly over the 
mouthpiece that I couldn't say 'no,' announced, "It's Gizmo. You want it?" 
I stalked off to my office, taking his ad copy - pointing out an error just 

before I disappeared. 
"By the way, you transposed the letters in 'receptionist'." 
"I know," he grinned. "I want to make sure the real dyslexics understand." 
Professor Gizmo had a problem: as fast as he could turn out electronic gad- 

gets, an upstart local competitor turned out knock-offs that cost less. So Gizmo 
was convinced he had a mole, and he suspected his industrial designer, an 
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Indian fellow named Sinh, because 
Sinh had recommended a friend of his, 
Atcha, for a job that Gizmo could not 
give. Atcha wound up working for 
Upstart, and Gizmo started losing 
business, so the professor called me 
to get the goods on Sinh and call 
the whistle on Upstart. But all the 
evidence I turned up turned out to 
be purely circumstantial, until I dis 
covered that someone was accessing 
Gizmo's network files at 3 o'clock in the morning. When I 
told him, he blanched, and when he called me, he still could not 
believe it. 

"I know you've already told me, but I still don't understand. We 
have security on the system." 

"Yes, but run a directory in DOS, and you'll see the name and 
size of the file and the time of its creation or last access." 

That made the old test-giver testy, "You don't have to explain 
operating systems to me." 

"You said you called me because I know computers." 
"No, I called you because you're cheap." 
I let his insults pass - as long as he paid his bills - but I 

persisted in my opinion. 
"I don't think someone is coming into your office physically at 

3 o'clock in the morning, but I do think somebody is coming into 
your office virtually and reading your plans." 

"It's not possible," he persisted. "The Internet and my office net 
work are platform dependent. They speak two different languages 
and can't communicate." 

"Like law, truth depends upon your perspective. You are correct 
about being platform dependent, but wrong about not being able to 
communicate. That is the beauty of the Internet - it lets various 
platforms communicate - DOS machines can send files to Mac's, 
and the backbone for most of the 'Net is UNIX machines. For 
instance, someone could have programmed your machine to shoot 
your backup onto the Internet every night, or somebody on the out 
side could be telneting in and downloading your files." 

"Don't I have a firewall to prevent that sort of thing?" he asked. 
"Sure," I confirmed, "but walls can be scaled, walked around, 

and tunneled under." 
That got his attention, and he finally relented, giving me the 

chance to explain my plan without any more resistance. The sim 
plest way to beat a firewall was to breach it, so I wanted access to 
Gizmo's firewall. I wanted to see if there was a secret passageway 
hidden in those virtual bricks. 

In my guise as Gizmo's efficiency expert, I came and went as I 
pleased, but all his firewall ever did was operate the old boy's secu 
rity, so it was under lock and key. True to form the professor could 
not keep a simple skeleton. He had to have some electronic system. 
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That night in his office, he showed 
me how it worked, and more impor 
tantly, showed me what to do when 
it did not. Almost as soon as we 
looked at the wall, I noticed cracks in 
the mortar. 

"Corrupted files. Quite a few." 
He stared over my shoulder as we 

reviewed them. 
"So instead of going over or around 
the wall ... " 

"".someone is going through it." 
Since in addition to Gizmo, only his office manager and network 

administrator had access to his firewall, we had two new suspects, 
one, a timid and introverted computer geek and the other an over 
dressed and under-paid woman he entrusted with his accounting 
and administration. Gizmo trusted his network administrator 
unequivocally, and his office manager was his right hand, but 
he told me she had recently divorced, and I guessed her probable 
drop in income might give her a motive. She might be selling 
secrets on the side to keep her in pumps and angora sweaters. 

"I'Il play up to her. Pay her some attention and see what I 
can get." 

Though Gizmo doubted my charm, I succeeded in getting a date 
with Sweaters. I offered to pick her up for a drink before 
dinner, but she suspected immediately I wanted to get her tanked 
and declined the ride, offered another bar, and promised to meet me 
there at seven. 

When I arrived, she had already started, drinking drinks I 
suspected she didn't buy. She sat alone, though, in a little black 
number with a chic clutch bag, and as I took my place on the 
barstool beside her, I realized paying her attention would be easy 
but keeping it make believe might not. 

Instead of sugary frozen drinks that would have matched her 
sweaters, she liked her liquor hard, and while I threw back tumblers 
of scotch and water, she emptied glasses of rye. We drank and 
talked and laughed for an hour, and by the time we sat down to din 
ner, both of us were pretty well oiled. Over candlelight and a meal 
of asparagus and red snapper, I forgot my assignment. Her looks 
had disarmed me, and while I had not given anything away, I had 
not gotten anything either. 

Gizmo's voice pounded in my head when he asked the next 
morning, "Well, can I fire her?" 

"I'rn not sure," I disappointed him. "J tried to get her talking, 
but she was on to me and tried the same. Neither one of us made 

II 

much progress." 
She remained a suspect however, because she might have a 

motive and certainly had the opportunity. As office manager, her 
need to get through the firewall might be legitimate; maybe she 
sometimes finished work remotely rather than staying after hours. 
That would explain the corrupt files, if she was the only one who 
knew they were there, but it would not explain the early morning 
tampering, which implied that she was not. 

"Instead of going through the wall, maybe someone's going over 
it. Maybe you have daemons in your architecture." 

"And devils on my staff." 
"Maybe. But not necessarily. A daemon is a program that runs 

continuously, monitoring the system for a specific event, which it 
then deals with." 

"How would I know they were there?" 
"I can run a scanner." 
Because there are 32,000 possible ports in the programming 

language of the Internet, security might seem about as certain as 
a sieve. Fortunately, it is better than it seems, because the first 
1,024 ports are reserved. Of these, certain ports are reserved for 
unique Internet functions. The others are active and could be pro- 



"We need a secretary, don't we?" I returned, and our argument 

-- •••••• _ ••••• IIili~~irft..~escalated as the vacuum approached. By the time it arrived, we 
were yelling at each other, but the cleaning woman drove on. 
Her vacuum screamed like a Rolls Royce engine, which she 
accompanied with her off-key whistling. I tried to keep 
talking, but could not even hear myself over the high 
pitched din, and I certainly could not hear my partner. His 
lips moved and he gestured, but nothing reached my ears. 

"What?" I shouted, "I didn't hear you." 
"I said," he screamed, "NOW I KNOW WHAT 

IT'S LIKE TO BE A DOG CHAINED UP AT THE 
AIRPORT." 

Maybe she heard him or maybe she had just finished, 
but whatever the reason, I felt grateful when her vacuum 
made a four-point landing and taxied to the door. 
Relieved, he wished her, "Good night, Maria," and she 

looked at me with sly victory. 
"Now, you've done it." 

"Done what?" he innocently asked. 
"Just wait. You'll see." 
For the next week, I left him and spent most of my time at 

Gizmo's, playing efficiency expert and ingratiating myself with his 
staff. Perhaps the role I chose put them on the defensive. After all, 
an efficiency expert makes money recommending cuts. Maybe that 
made them suspicious or maybe they just did not know anything, 
but either way, they were not talking. I followed these unproductive 
days with unproductive nights, returning to Gizmo's after everyone 
else had gone home and sitting in front of his terminal, playing 
Solitaire on my laptop and waiting for a connection. Unfortunately, 
the only thing that ever came in was Gizmo's own cleaning crew. 

In my office, my partner had relented. He was having a rough 
time with the job seekers, so to let him tell me about it so I could 
privately gloat, I let him tag along one night on my stake-out of 
Gizmo's office. 

The old professor had rigged his doors with an electronic securi 
ty device of his own invention, which in theory was meant to open 
the entrance with a swipe of an access card, but meant in practice 
it did not work half the time. So I left my partner at the front door 
and went around to a side where Gizmo concealed his switching 
equipment. I knew what I was doing because I had done it all 
before, and in a few moments I had removed the housing and made 
the connections necessary to unlock the side entrance. I went to the 
front lobby to let my partner in, but found him there already, read 
ing a magazine. 

"The door was unlocked," he said without looking up from his 
reading. "Never neglect the obvious." 

I took my place in front of the computer running the firewall 
and installed my partner in Gizmo's office. Both of us got down to 
work, and when the janitor came in, I intentionally ignored him. 

Several hours later, the scanner alerted me to the awaited hacker. 
Or was it hackers? Because within five minutes of each other, two 
telnet log-ins were recorded, and each of them was active. So, like a 
hound dog offering up his howl for his prey, I used the network 
manager to track down the activity on the supposedly inactive net 
work. And instead of finding someone downloading files, I found 
someone playing games - someone was literally playing a game 
on Gizmo's network. It was not simply Solitaire either. It was a 
sophisticated air-to-air combat game, two futuristic military fighters 
dogfighting in virtual skies. When the hackers logged off an hour 
and a half later, I had a complete log of their activity on the net 
work, including their chats between sorties, and I knew how they 
had logged on. 

I woke my snoozing partner, took him home, and in the morning 
called Gizmo to report my findings. 

"You've got a far smarter mole than we imagined, and it's more 
than one. They've infiltrated your security by using your own pass- 

grammed to connect only when a 
remote user dials up and enters a secret 
code. 

So to run a scanner, I would telnet to Gizmo's 
site and run a program that automatically tested all the open ports in 
his architecture. I needed his tel net user identification number and 
password, though, and sensitive to his already unsettling number 
of security breaches, Gizmo was reluctant to let me risk creating 
another. I reassured him and swore that no one else but me 
would have access to his password. Reluctantly, he agreed, 
stuck his hand into the dust-covered debris beneath his com 
puter monitor and produced a yellow Post-It note contain 
ing his user I.D. and his password. I copied them onto a 
similarly random scrap of paper, thanked the professor, and 
left. Back in my office that afternoon, I took the early 
evening phone watch. The phones, of course, rang constant 
ly, making it impossible to get any work done, and I wished 
my life away, waiting for the clock to strike five. When it did, 
my partner emerged, and I handed him a stack of pink slips. 

"What are these?" 
"Phone messages." 
"I know that." 
"From the ad." 
"All these?" 
"They thought it showed a good-natured sense of humor. Boy, 

were they wrong." I forwarded the phones and 
picked up my things and told him, "I scheduled them all 
for Friday." 

"I wasn't coming in Friday." 
"You are now." 
He followed me to my office, complaining, and we argued till the 

cleaning crew got there. 
I made it a point of never noticing the people who cleaned my 

office. We all had a part to play, and I clearly knew mine. I kept 
quiet and looked preoccupied with something sufficiently serious to 
justify my after-hours hours, and they rattled trash cans and vacu 
umed under my feet and did everything in their power to interrupt 
me. I held my ground, though, and my concentration, because I 
knew as soon as I looked up and acknowledged one of them, I 
would be obligated to a nightly conversation that would eventually 
and inevitably include free legal advice. 

The newest member of the crew was a particularly resourceful 
woman, one I deduced had a number of relatives with legal prob 
lems, for while the other custodians merely vacuumed under my 
chair as I was sitting in it, she drove the vacuum against its antique 
legs, and while they remained timorously silent while they worked, 
she whistled her favorite tunes. 

"What makes you think you can set my schedule?" my partner 
ranted against the growing roar. 
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word. They go by the code names of 
'Alphie' and 'Joey.'" 

Gizmo was at first incredulous, but 
once I had told him the story, there was a 
contemplative pause at his end of the 
line, and then a short snort of mirth. 

"I know who it is. Be here at 3:30. 
Somebody will be staying late after 
class," and with that cryptic comment, he 
hung up. 

On the way to Gizmo's, I considered 
the suspects. Sinh still did not appear 
guilty, the network administrator was 
unlikely, and I swore the snapper I had shared with Sweaters had 
been herring. But someone had to be guilty. It could have been Sinh 
and Atcha together or Sweaters and the network administrator or any 
of them and any of their friends. It could have been, but it was not. 

For years, Gizmo had practiced the art of reproduction, taking 
other people's products and remaking them on a smaller scale and 
in his own image, so it should not have surprised me, but it did, to 
find out that our computer culprit was none other than the pro 
fessor's son. 

Gizmo introduced him when I walked in. 
"Say hello to my lawyer, Alphonse." 
'Alphie' sat with his hands clasped and stuffed between his 

thighs, and while he looked bound, he certainly was not gagged 
and, and he said "hello" in a shy child's voice. 

"Alphonse, tell him what you told me," the professor prodded, 
and while staring at his high-tops, the boy confessed his consider 
able abilities. 

Gizmo kept a Post-it note with his user name and password stuck 
to the base of his computer monitor at home - just like he did in 
the office. He had memorized the numbers a long time ago and 
never imagined that anyone would have any use for them, and no 
one did till his silicon chip off the old block discovered that the 
numbers on that yellow slip were the open sesame to his father's 
network. Good thing the kid was so innocent and so expert. All he 
and his friend Joey had done was break in and play virtual fighter 
pilots, combating one another for supremacy of the computer skies. 
They had not, however, taken any interest in anything else on 
Gizmo's network. 

It was the kind of crime the old man could forgive fairly easily. 
After all, Alphie and Joey just did remotely what they did when 
they played in the office on weekends. So Gizmo displayed that 
kind of ambivalent anger fathers used to have when junior swatted 
a home-run through a crabby neighbor's window. Times had 
changed and virtual games had replaced those distant fields of 
dreams, but fathers were the same, and sons were the same and the 
emotions had not changed. So as Gizmo lectured and mildly chas 
tised his son, I saw his scowl of stony gravity but perceived his 
unspoken pride. 

I looked serious as well, not for Alphonse, but for myself, for 
I would enjoy none of that paternal indulgence. Someone was steal 
ing Gizmo's gadgets, and I still did not know how. I had not found 
the mole like I promised, and I expected a punishment worse than 
being grounded. The professor had been looking for someone to 
fire for a long time, and I worried it was going to be me. 

I continued worrying in my own office when my partner inter 
rupted my latest game of Solitaire. He had interviewed potential 
receptionists for more than a week, and he had finally narrowed the 
field. He came in to cozy up to me to make the final decision. 
I knew it at a glance because he did something I had never seen him 
do - he smiled. 

"You were right about that cleaning woman," he beamed as if all 
her importuning had amused him. 

"I never should've said anything," he admitted. "Her daughter 

burned her tongue on a bowl of soup and 
wants to recover 'pain and suffering' 
from the restaurant. Her husband needs a 
living will, and I am sure her son is head 
ed for prison. 

"But you know the strangest thing is 
her cousin." 

His change of tone caught my attention. 
"She is here on a tourist visa and 

wants me to bring her Bengali boyfriend 
to the States so they can get married. He 
is a Mexican citizen. Isn't that peculiar? I 
knew there were a lot of Chinese immi 

grants in Mexico, but I never thought of there being any from the 
Subcontinent. In fact the only other one I think I've ever seen is 
that guy who cleans Gizmo's office. " 

"What do you mean?" 
"The janitor. You saw him. The nametag on his shirt said 'Juan' 

but the pendant around his neck said 'Ohm.' I always thought only 
Americans were hyphenated, but there he was as plain as day: an 
authentic East Indian-Mexican." 

Instead of linking arms and singing "It's a Small World After 
All," however, I remembered my partner's gloat of 'Never neglect 
the obvious.' The janitor had to be our mole. I had forgotten that 
technology is just the latest tool in the arsenal of unethical competi 
tion, one that supplements but cannot replace older and more overt 
forms of lying, cheating, and stealing. So we ran out of the office to 
trash Gizmo's before Gizmo could trash me. 

The conclusion of the electronic adventures of Cybersleutli will 
appear in next month's Texas Bar Journal. 
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